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Introduction
This is a list of the most common reasons why we see security 
awareness training programs fail to create positive results. It 
was compiled after analyzing a number of organizations in 
Europe and the USA over the course of several years.

Building security awareness seems easy on the surface: you set 
up some policies that regulate use and then educate you em-
ployees about phishing and virus- and scam-discovery, among 
other things. Even so, a large number of organizations do not 
document any change. This is because they have failed to 
build a security culture that is both resilient towards old 
threats and flexible enough to handle new ones.

In this e-book, we look at the most common reasons why se-
curity awareness programs fail. Most of the reasons are more 
complex than what you might read in each of the following 
chapters. Most of the time, failure to build a resilient security 
culture is a combination of the different reasons explained 
below.
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1. Failure to build culture
Security awareness is treated as an area separate from technol-
ogy and policy. Separating awareness training from the day-
to-day business of vulnerability management, incident han-
dling and policy revision does not make sense if you want 
your employees to discover and help you mitigate security 
incidents. But why is it important to involve humans in the 
process of discovering new threats? 

Let us look at the numbers. According to anti-virus vendors, 
most software solutions are only able to discover some 50-
70% of active computer viruses. If we look at spam, the num-
bers look better at first glance: most e-mail spam are caught if 
you use a modern anti-spam solution. But how do these tech-
nologies function? They rely heavily on humans (those who 
receive emails) to report instances of spam. When you, or 
someone else, report a spam-message, the anti-spam vendor 
collects your finding, compares it to a number of other re-
ports, and if a threshold is reached, the e-mail message will be 
flagged as spam throughout their systems. The feedback you 
gave is also used to tune their own auto-discovery algorithms 
and to build better tools. 

Ask yourself why these software tools need your help to make 
their services state-of-the-art. The answer rests with the some-
what depressing realization that computers are yet to be as 
great as humans in discerning certain patterns of behavior. 
No matter how much we tweak and tune those algorithms, 
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our human brains outperform any computer when it comes 
to discovering linkages between incidents and messages that 
may or may not be off if only by a tiny bit. 

Don´t believe me? Take a look at the CAPTCHAs being 
used to stop spammers from registering or filling out forms 
online. Due to the somewhat complex patterns used in the 
images, a computer is unable to turn the dots into meaningful 
information that it can then use to decipher the captcha-im-
age and, in turn, gain access to the site. 

This limitation of technology kept spammers at bay for a time 
until some smart bloke decided to hire cheap labor in China, 
India and other low-paying countries. These workers are paid 
next to nothing to find captchas, register the letters and num-
ber on each, and store them together with the image. In this 
way, spammers can set up automatic scripts to just look up a 
database column for the desired text needed to fill out a form 
using the name or hash of the captcha file.

Computers are too stupid to discover all the anomalies that 
our human brains are capable of deciphering in a moment. 
Acknowledging this, awareness training programs often fail 
because organizations leave the humanness of their employ-
ees out of the equation. They consider their users, employees, 
and colleagues as objects in need of training instead of valu-
able, dynamic resources that can help build and maintain a 
productive security culture. 
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2. Failure by Compliance
In the age of tick-box compliance, awareness training pro-
grams are a requirement for most organizations. These train-
ing programs will inevitably fail, however, if organizations 
focus only on compliance. This is because ticking off a box in 
no way signifies that employee behavior has changed; it only 
means that a training program’s organization meets the re-
quired intervals, and that those who should attend are actual-
ly attending. 

Compliance in itself is a great idea. The point of compliance 
is to make sure we do our business within the boundaries of 
different regulations, laws, and bodies of standards - some of 
which are legally required, whereas others are implemented 
due to business requirements. Compliance helps us docu-
ment that we follow all the procedures and regulations that 
are required of us. All well and swell. 

The problem comes when we turn compliance into an end-all 
resource. Instead of treating compliance as a guideline off of 
which we can base subsequent actions, we sometimes mistak-
enly regard ticking off boxes, essentially doing the least 
amount of work possible, as the final destination. We are in-
clined to say something along the lines of, “See, we did a secu-
rity awareness training last year, just as it was required. Now 
we are compliant.”

Organizations that treat their security awareness trainings in 
the manner described above fail to instill in their employees a 
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comprehensive understanding of security threats. Instead, 
one’s workforce inevitably comes to dread another obligatory 
and boring half-day training course, partly because that course 
is the same as last year and the year before that. The question 
stands: how can an organization even think it is building se-
curity awareness when the participants of a training course 
would rather be somewhere else? 
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3. Aiming for Status Quo
Preserving the status quo is usually a nice thing. We strive to 
do this. We are generally lazy as human beings. We resist 
change and prefer to keep doing whatever we have been do-
ing. In support of this assertion, psychologist Daniel 
Kahneman has made the claim that, because our brains often-
times use heuristics to reach conclusions and make decisions, 
we forfeit both the energy and opportunity needed to make 
an informed choice. Some refer to this phenomenon as fol-
lowing one’s “gut-feeling.” Others just call it a byproduct of 
experience. The point is that instead of forcing ourselves to 
think and re-think commonly held beliefs, we are just accept-
ing whatever our brains come up with at face value. 

This is especially true when you are very skilled at, or I daresay 
an expert of, something. The more experience you have com-
pleting a particular task, the better you are at it after a period 
of time. Eventually, you can probably even discharge your 
duty without thinking - your brain has memorized all the 
steps, and can repeat it on auto-pilot. To illustrate, astronauts 
train for years in order to learn to complete the diverse range 
of tasks necessary for space travel automatically. The same can 
be said for professional soldiers, who generally train for years 
when it comes to learning how to handle weapons and war 
equipment. 

And then there’s you. In most cases, you have prior experi-
ence that you bring with you to your job. Some of that expe-
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rience will make your brain essentially shut off and follow 
misinformed gut decisions. As a caveat, it is important to 
note that your experience is a useful resource that you can use 
to yield positive results. But this is not always the case. 

Problems arise when you dismiss every new idea without 
thinking through the feasibility of implementing an unfamil-
iar, albeit useful, solution. In this scenario, the status quo is 
against you. The information security world is constantly 
changing anyway. This means that if you continue to do ex-
actly what you did yesterday today, and the year before that a 
year from now, you will not be able to adapt to reality’s chal-
lenges, thereby leaving you and your organization vulnerable. 

Consider how passwords have evolved over the years. A de-
cade ago, we suggested you use a strong password. Just like we 
do today. But the definition of a “strong password” back then 
only involved 5-8 characters and a number or two if you felt 
like it. By contrast, today you need passwords with at least 15 
or 20 characters, including symbols, numbers, and uppercase 
letters. Password managers are oftentimes necessary just to re-
member all the passwords for one’s set of accounts. And why 
is this? The world has moved on. Today you can crack pass-
words at speeds not imagined a decade ago; at the same time, 
attackers’ interest in stealing user credentials has exploded. 

The moral of the story is as follows: if you are doing the same 
security awareness trainings you did a decade ago, you are set-
ting up yourself, your organization and your colleagues for a 
difficult time ahead. 
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4. It´s about Behavior, duh
Some organizations we work with fail to realize that the peo-
ple who attend training courses are, well, human. These at-
tendees have emotions, interests, dreams and ideas, all of 
which combine together to create behavior. Behavior, in turn, 
is a science of its own; sociologists, anthropologists and psy-
chologists all try to understand to a certain extent, but from 
different lenses of analysis. There is a lot of debate as to what 
it takes to change behavior, let alone what motivates behavior 
in the first place. What is clear, however, is the fact that we 
can change behavior. 

Like anything, changing behavior can be easy (The Behavior-
ists believe we can train anyone to do anything given enough 
time and motivation.) or hard (This may require extensive 
psychoanalytic therapy into one’s psyche to discover what 
factors might be restraining a person from changing). So-
cial-anthropologists meanwhile study change in behavior 
with respect to entire cultures; their mere presence in another 
culture may change how the participants in that culture act.

Research has shown time and time again that people are sus-
ceptible to change given the right motivation: group pressure 
to adapt; money and fame; or even the promise of self-fulfill-
ment and self-worth. It also has shown that some of these mo-
tivating factors are stronger than others. For example, intrin-
sic motivation, or the feelings one develops towards oneself, 
seems to be a better motivator than extrinsic motivation in a 
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work environment where creativity and innovation are en-
couraged.  

We know we can change behavior both on an individual level 
and group level. We also have a number of different ideas 
about how to change behavior in the short-term and long-
term. We also know it can be easy in some situations while 
difficult in others. 

Which leaves us with one question: Why do we fail to change 
behavior in our security awareness programs? The answer is 
rather simple. We don´t set out to change behavior in the first 
place. 
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5. Planning for Failure
There is an old adage that goes something like this: “Failure to 
plan is planning to fail.” We see this play out in many of the 
security awareness programs that ultimately do not produce 
positive results. Instead of using the knowledge of their proj-
ect management, organizations build their awareness train-
ings as activities that need little more than a start-time. Nei-
ther personalization nor initiative is present in these programs.

Just like in Failure by Compliance chapter, you can tick a box 
and tell yourself you implemented a security awareness train-
ing program this year. But what results can you show for this 
work? 

To plan for something, you need to define a target, a goal, a 
“to be” state. If you are good at what you do, you can even 
provide further information about what that end-state will 
hopefully look like by defining metrics and setting up data 
points. Once you have a clear target, you also need to know 
where your organization is currently. Think of this as identi-
fying your “as is” state, where you describe the current situa-
tion preferably using the same metrics. After you have done 
this, you will know where you are and where you want to go. 
That’s great! 

A GAP-analysis of your current and your future states can 
yield valuable insights and help you determine what kind of 
activities you need to pursue in order to move from where 
you are to where you want to be. 
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Another part of planning is to consider what other resources 
you might need to successfully complete a project. To do this, 
you need to look at your resource requirements and availabil-
ity using your GAP analysis, possibly mixed with a SWOT 
analysis, and analyze these according to your needs and avail-
able funds. 

Next step, you need to set start dates and define deliverables. 
You must decide when the project should be finished. At that 
point, you can start doing the activities (and only those) 

that you know will bring you closer to you defined goal. And 
as you progress, you need to monitor, measure and revise your 
activities until you get the results you set out to obtain in the 
first place. 

Planning is important for anything. This in no way exempts 
designing and implementing a security awareness training 
program. If you do not plan, you will inevitably implement a 
haphazard training program without having a clear idea of its 
purpose, its goal, or the intended results you wish to achieve. 
You just do it willy-nilly. Inevitably, this kind of program will 
fail. 
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Conclusion
The chapters above demonstrate a few examples of how secu-
rity awareness training programs commonly fail. But you do 
not need to fail. You can follow my example.

As a result of coming across the findings above, as well as 
learning about other equally depressing ones, I created the Se-
curity Culture Framework, an open framework that aims to 
create an easily replicable process of building and maintain-
ing organizational security cultures. I decided to make the 
framework open in order to help organizations without su-
perimposing artificial boundaries and licensing. 

You can join the Security Culture Framework at https://scf.
roer.com where you can share your own experience and learn 
from others. 

A question that I often receive is how do I make money when 
I give the framework away for free. The answer is simple. I 
supply organizations around the world with consulting, 
coaching and training support, helping them to build and 
maintain their own unique security cultures by using my Se-
curity Culture Framework as a guideline. 

Since I recognize the fact that not every organization can af-
ford to fly me in, I supply online training resources at http://
learn.roer.com, and work with partners who can help imple-
ment the framework themselves. I also speak at a number of 
conferences and events, which means you can meet me and 

https://scf.roer.com
https://scf.roer.com
http://learn.roer.com
http://learn.roer.com
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ask me targeted questions along my travels.

Thank you for reading this e-book on 5 Reason Why We See 
Security Awareness Training Programs Fail. I hope you have 
enjoyed it. Should you have any questions, concerns, or com-
ments, please feel free to reach out to me online or in person. 
Don’t be a stranger. 

Let’s work together to build great security cultures every-
where! 
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Twitter: @kairoer

Blog: http://roer.com
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